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This material was created by Mark McComb, RLS Inc., San Francisco. Valuable review and
contributions were provided by Edward Dean AIA. lllustrations were done by Michael Bulander,
Architect, Los Angeles. The publication is provided through the Libris Design Project
[http:/Aww librisdesign.org], supported by the U.S. Institute of Museum and Library Services under
the provisions of the Library Services and Technology Act, administered in Califomia by the State
Librarian. Any use of this material should credit the authors and funding source.
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All libraries should create and implement security policies, procedures, and plans. These
should, at least, include entry and exit procedures, room registration procedures, personal
belonging restrictions, special collections use policies, and entry key management

procedures.

5.1.1. Entry and Exit Procedures

Libraries should determine the type of personal property visitors are allowed to bring into the
library. Persons entering a library should do so with the understanding that all property in
their possession can be inspected by the library security personnel upon entry and exit.

Normally, however, there is no comprehensive screening at library entries.

At the exit, all individuals must pass through a theft detection device, which will sound an
alarm if a targeted collection item is carried through it. In special security library
environments, all individuals should present for inspection any property in their possession at

the exit.

5.1.2. Room Registration

If the library has public reading rooms, study rooms, computer catalog centers, or multimedia

rooms, security procedures for utilizing the rooms shouid be defined. Requirements for

proper identification may be required before using these types of spaces, and should be
defined within the library policies and procedures. Particular requirements for different types

of rooms should aiso be defined.

5.1.3. Special Collections

The Association of College and Research Libraries (ACRL) Rare Books and Manuscripts
Section (RBMS) has published a set of excellent guidelines for dealing with special and rare
collections. These guidelines identify important items that collection administrators should
address in developing adequate collection security. While directed primarily toward rare
books, special collections, and manuscripts, the topics are also applicable to general
collections. The RBMS Security Committee also recommends the unique identification

marking of materials and the appointment of a Library Security Officer.
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¢ The special collections building or area should have a single entry and exit
point for both researchers and staff.

* Fire and emergency exits, which should be strictly controlled and provided
with alarm coverage, should not be used for regular access.

* Within the facility itself, the public should have access only to public areas, not
to work areas or stack space.

¢ Researchers should be received in a separate reception area where a coat room
and lockers should be provided for researchers' personal belongings and outer
wear.

* A secure reading room where researchers can be continuously monitored at all

times by staff trained in surveillance should be identified as the only area in

which material may be used.

A security guard should check researchers' research materials prior to their

entering the secure area as well as when they depart.

Keys and their equivalents, such as keycards, are especially vulnerable items. A controlled
check-out system for all keys should therefore be maintained. Keys to secure areas should be
issued to staff only on an as-needed basis, and master keys should be secured against
unauthorized access. Combinations to vaults also should have limited distribution and should
be changed each time there is a staff change involving a position with access to the vault,
Strong consideration should be given to installing proprietary keyways in locks in the special

collections area.

5.1.4. Entry Key Management

The library should have a policy pertaining to the custody and control of keys and access
cards to all doors within the facility. Procedures and policies should be defined and should
include:

* Process for issuing keys and access cards.

* Identification of various areas which are included within the access and who

should have access to each type of area.

* Required refundable or non-refundable deposit for keys and access cards.

* Nature and type of appropriate forms.

* Determination of the quantity of keys allowed per person.

° Assignment of who can authorize the release of keys and access cards.

* Nature of the policy to grant visitors or contractors keys and access cards.

* Statement of the master key policy.

- Nature of'the change of access or door hardware procedure.

* Prescription of penalty for any breach of key management policies.
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